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ABSTRACT

Given the increasing number of critical applications relying on GNSS, GNSS spectrum monitoring is becoming more and more
crucial. Monitoring from Leo Eart Orbit (LEO) has been investigated, and interference-source geolocalization demonstrated.
In this paper results are shown from the Bobcat-1 CubeSat mission, which enables multi-GNSS measurements but was not
optimized for spectrum monitoring. The analysis of the power metrics suggests that non ad-hoc GNSS measurements from LEO
could be exploited for GNSS spectrum monitoring scope.

I. INTRODUCTION

The monitoring of global navigation satellite systems (GNSS) interference is a topic of global interest and widespread
research, as Allen (2023) highlights, including ”GPS monitoring, disruption, public warning, and risk assessment” among the
recommendations. GNSS interference can manifest in various forms, both intentional and unintentional (Ward et al., 2017).
Several methods have been proposed and used to identify, characterize, and localize sources of harmful interference. The use
of historical automatic dependent surveillance-broadcast (ADS-B) data has been proposed to localize interference sources in
real-time (Dacus et al., 2022; Liu et al., 2022; Nasser et al., 2022). Jada et al. (2022) analyzes GNSS data collected on U.S.
highways to identify and predict interference events. Monitoring through android devices has also been proposed (Spens et al.,
2022).

Several previous works have analyzed the effects of various forms of intentional and unintentional L-band jamming on commercial
GNSS receivers in terrestrial applications, and detailed studies have been presented that provide theoretical analysis and models
(Borio et al., 2012; Falletti et al., 2021; Nasser et al., 2022). In addition to various terrestrial monitoring methods, robust
monitoring of GNSS interference from low Earth orbit (LEO) has been demonstrated and shown to be viable (CaJacob et al.,
2016; Clements et al., 2022, 2023; Ellis et al., 2022; GNSS Interference Report: Finland, 2022; LaChapelle et al., 2021; Murrian
et al., 2021). Strong sources of interference can also impact GNSS users in LEO and result in temporary loss of positioning,
navigation, and timing (PNT) services as spacecraft pass overhead. Though the duration of these effects are typically relatively
short due to the high relative speed of LEO satellites, terrestrial interference can still be observed to significantly impact receivers
in space. In Clements et al. (2022), geolocation of terrestrial spoofing sources with accuracy within 10 km has been validated,



with a LEO single-satellite and a single-pass. In Clements et al. (2023), time difference of arrival (TDOA) and frequency
difference of arrival (FDOA) are exploited to geolocalize terrestrial jamming emitters with two LEO. Real-time characterization
and localization of interference sources can be used to inform terrestrial users and avoid areas where poor GNSS performance is
expected. While ad-hoc systems for interference detection in general include features to enable accurate geolocalization of the
emitters, monitoring capabilities of non-ad hoc and even low-cost devices are more and more of interests. For example, recent
research presented in Miguel et al. (2022) extensive testing is conducted to analyze power metrics (power spectral density (PSD),
automatic gain control (AGC) and carrier-to-noise ratio (C/Np)) in a low cost commercial receiver, in various controlled scenarios
including either spoofing or different types of jamming. In Miguel et al. (2023) the power metrics are analyzed in different
interference scenarios and for different receivers, for calibration purposes, with the goal of setting opportune thresholds on the
power metrics, to enable interference detection. It shall be noted that a power metric often used to characterize the presence
of interference is the carrier-to-noise ratio, C/Ny. Also in this paper the C/Nj estimate will be considered. However, it is
important to keep in mind that in the presence of interference, what is usually identified as C/Nj is actually an estimate of the
carrier-to-interference-and-noise ratio, referred to as carrier-to-interference-and-noise ratio (CINy), as the theoretical background
provided in Teunissen and Montenbruck (2017) clarifies.

In this paper, power metrics collected by the Bobcat-1 CubeSat are shown. The CubeSat, developed at Ohio University’s Avionics
Engineering Center, collected GNSS data using a NovAtel OEM719 (OEM7 Commands and Logs Reference Manual, 2023) in
LEO from November 2020 until April 2021. Bobcat-1’s primary mission was not related to interference detection, indeed the
goal was to support the estimation of system-to-system time offsets using multi-frequency and multi-constellation measurements
across all operational systems and signals (Arnett et al., 2022). In addition to these data collections dedicated to time offset
estimation, Bobcat-1 performed a number of collections including PSD measurements, aimed at observing and analyzing the
GNSS signal spectrum using NovAtel’s Interference Toolkit (ITK). Several interference events were recorded by Bobcat-1 across
all data collection types throughout its lifetime.

The OEMT719 receiver aboard Bobcat-1 was configured to track all currently available signals from Global Positioning
System (GPS) , Globalnaya Navigazionnaya Sputnikovaya Sistema, or Global Navigation Satellite System (GLONASS) , Galileo,
BeiDou, QZSS , and NavIC. An Antcom G5ANT-1.9AS-1-3 patch antenna (with 33 dB internal low-noise amplifier (LNA))
was mounted to Bobcat-1’s +Z face. The patch antenna was routed to the OEM719 through a 10 dB attenuator to preserve the
dynamic range of the receiver. A cutaway view of Bobcat-1 is given in Figure 1 which displays the hardware configuration.
Bobcat-1 had no active attitude control, and only possessed the capability to detumble using several magnetorquers. For most
data collections, Bobcat-1 was configured to remain in detumbling mode which reduced the CubeSat’s rotation using a B-Dot
detumbling algorithm. Fewer collections were performed with detumbling off.

The data collections performed by Bobcat-1 using the OEM719 contained, at a minimum, C/Ny measurements for all tracked
satellites, the OEM719’s current position estimate, and data from the receiver’s onboard temperature sensors. Spectrum
data additionally contain ITPSDFINAL and less frequently SPRINKLERDATA messages, which provide PSD data and in-
phase/quadrature (I/Q) samples (respectively) in the L1 band. Bobcat-1’s spectrum data collections were configurable, however,
and not all contain the same messages. Experimentation with these collections continued throughout the mission, with some
attempting to automatically determine the presence of interference through computation of a jamming-to-signal ratio using PSD
samples before enabling raw 1/Q collection. This was done primarily in the interest of reducing the total amount of data produced
due to downlink limitations. Despite the primary mission of Bobcat-1 was not focused on spectrum monitoring, interesting
results can be retrieved observing the available power metrics. As results available in the literature suggest, as for instance
(Miguel et al., 2022, 2023), the power metrics seem to be valid measurement for interference detection. To further validate
the result, comparison between different power metrics have been done, comparing the AGC and the C/N metrics against the
PSD. PSD measurements provide a more direct observations of the interference effects, but given the scope of the mission
PSD measurements have been collected only during specific test data collections. C/Nj estimates are available during all data
collections, but it shall be noticed that drops in C/Nj could be due to several causes, including changes in the spacecraft’s attitude.
Comparisons between the metrics are done, to correlate the C/Ny drops and the actual presence of interference, with the objective
to extend the analysis to the collections where PSD were not available. Only a limited number of data collections are shown in
this paper, but more data have been analyzed; the data considered so far show consistency between C/Ng (or AGC) anomalies
and interference detected on the PSD, suggesting that those metrics could provide useful observables of interference events.
Small satellites in LEO provided with low cost GNSS receivers for other scopes may provide relevant measurements for GNSS
spectrum monitoring scopes, and even emitter detection. The results shown in this paper indicate that the power metrics can
provide a loose geolocalization solution. Further analysis will aim to calibrate the effect of the receiving antenna including
attitude estimate, as well as quantitatively estimating the interference-to-signal ratio.

II. ANALYSIS

The data collected from Bobcat-1’s on-board NovAtel OEM7 GNSS receiver comprises several distinct “collections”, each with
a unique collection ID number (numbered sequentially starting with the first on-orbit data collection). Several distinct types
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Figure 1: Bobcat-1 cutaway view

of data collections were performed in order to support Bobcat-1’s various primary and secondary mission goals. These types
included “Time Offset” collections, “Spectrum” collections, and “Antenna Patterns” collections, among others. Each distinct
collection type was configured with its own settings for the type, format, and rate of measurements that were collected from
the on-board OEM7 receiver. During the in-orbit lifetime of Bobcat-1, over 250 data collections were performed in total. The
results presented in this paper are taken from the data contained within 3 individual collections with ID numbers 13, 178, and
181. These particular collections were selected due to analysis which revealed strong indications of interference present in the
data. Table 1 summarizes these 3 collections and indicates which measurement types were present in each collection. The
measurement types include, but are not limited to, carrier-to-noise ratio, GNSS receiver on-board temperature, pseudorange
(PSR), carrier phase (ADR), power spectral density samples, I/Q samples, and AGC settings.

Bobcat-1 had several tools dedicated to spectrum analysis. The spectrum collection mode collected PSD data and I/Q sample
data, as well as observation and position data common to all of the Bobcat-1 collections. The PSD is composed of 204 bins
each approximately 488 kHz in width, with a start frequency of 1531.5 MHz and stop frequency of 1630.6 MHz, Making for a
bandwidth of approximately 100 MHz, centered on GPS L1 frequency. IQ samples are taken with respect to a frequency of
1562.5 MHz (GPS L1) at a sample rate of 25 Msps. A total of 20 ms of complex 1Q samples is collected for each message. These
1/Q samples will not be presented in this paper, but the AGC value derived from the I/Q samples will be.

Table 1: Type of measurements present in each data collection considered by this paper

ID | Type C/No | PSR | ADR | PSD | IQ | AGC
13 | Spectrum v v v v
178 | Spectrum v v v v
181 | Time Offset v v v v

1. Collection 13

Collection 13 the first spectrum type collection Bobcat-1 took on 21-Nov-2020 22:17:42. This collection had a runtime of 1h
30m 40s, almost completing one full orbit.

Figure 2 shows an example of a nominal PSD seen by Bobcat-1 throughout its operation, along with the location that the
measurement was taken. Figure 3 shows an example of significant L1 interference, with the location it was seen at.It can be seen
that there is approximately a 10 dBm increase from the noise floor.

Groundtracks of Bobcat-1 are overlaid with the maximum C/Nj at the location for GPS L1 in figure 4. Locations where the
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Figure 2: Groundtrack and nominal PSD for collection 13 Figure 3: Groundtrack and interference affected PSD for collection 13

maximum C/Ng was lower than 40 dB-Hz are highlighted in red. It should be known that this dataset has multiple time skips that
represent periods when Bobcat-1 was not collecting any data. This is due to experiments with different collection modes.
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Figure 4: Groundtrack for collection 13; GPS L1

The following Figures 5 and 6 are similar to 4, except that they are plotted in time and represent GLONASS L1, Galileo E1,
BDS B1C, and BDs(I), respectively. All the listed frequencies were captured by the PSD in figures 2 and 3. We can observe
from figure 3, that at that time instant, Bobcat-1 should be experiencing significant interference at 1575 MHz. Indeed, at GNSS
frequencies GPS L1, Galileo E1, and BDS B1C, the maximum C/Ny has degraded. At frequencies further from 1575 MHz, such
as BDS B1I, and GLONASS G1, we see much less of an effect on the maximum CNR.

The AGC for these samples is shown in figure 8 . It can be observed that a significant decrease in the AGC value over the same
location that we saw a reduced C/Nj.
Figure 9 shows the number of observations made by the Bobcat-1 receiver for several GNSS constellations. It can be observed

that a large amount of observable are lost at 22:30 to 22:45 UTC, where Bobcat-1 experienced interference. There are two other
points of interest at 22:18 and 23:30 UTC, where Bobcat-1 performs a reacquisition. Note that the large gap in observations from
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23:15 to 23:30 UTC was due to a programmed pause in the data collection. Figure 10 shows the number of GPS Observations by
frequency. It can be seen that it follows a similar trend to figure 9.
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2. Collection 178

Collection 178 started on 16-Dec-2021 19:36:07 and lasted 1d 3h 13m 15s, collecting 7.82 MB of information. Bobcat-1 made
17 complete orbits during this collection, encountering interference on multiple occasions. The spectrum collection mode for
collection 178 records the same data as collection 13, but at different sample rates.

The collection 178 data collection mode took position, observation, and IQ sample measurements for 2 minutes every 30 minutes.
As the orbit of Bobcat-1 is on average 01:30:00, this results in the groundtrack seen in figure 11. PSD was also taken every thirty
minutes, but with only 5 samples taken over 30 seconds. Other parameters related to the PSD are unchanged from collection 13.
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3. Collection 181

Collection 181 started on 26-Dec-2021 21:45:02 UTC and lasted 16h 25m 20s, collecting 30.2 MB of information. Bobcat-1
made 16 complete orbits during this collection, encountering interference on multiple occasions. Collection 181 did not operate
in the spectrum collection mode, but in the time offset mode. Bobcat-1 gathered observation data at a regular rate, making the
continuous ground track seen in figure 21. As seen in collections 13 and 178, Bobcat-1 encounters significant interference in
the PSD. Collection 181 does not have this metric, but it can be inferred from figure 21 that Bobcat-1 encounters significant

interference over multiple passes.



55

50

45

CNR (dB-Hz)
B

35

30

25

60

50

40

30

20

10

181 Spectrum CNR

N——
R
3
R,

LR
or-s—ammECT ]

s

Dec 27, 00:00 Dec 27, 06:00 Dec 27, 12:00

Figure 22: Maximum C/Ny for GPS L1

2021

.
Dec 27, 00:00 Dec 27, 06:00 Dec 27, 12:00

Figure 24: Number of Observations for 181

2021

55

50

30

25

Figure 23: Maximum C/Ny for GPS, BDS, Galileo, and GLONASS

181 Spectrum CNR

-+ GPS L1

-+ BDS B1(C)
Galileo E1

e GLONASS G1

Dec 27, 00:00

Dec 27, 06:00

L1 frequencies.

Dec 27, 12:00

2021




16

14+

12

10

L2P(Y)
L5(Q)

L1C(P)
@ | 2C(M)

|
Dec 27, 12:.00
2021

. .
Dec 27, 00:00 Dec 27, 06:00

Figure 25: Number of observations over the collection period for GPS

181 BEIDOU
16 *

14
12

10

B1(l) wnth D1 data
B2(I) with D1 data

H B3(I) with D1 data
4r 2 iR b B1(l) with D2 data
= - B2(l) with D2 data
B3(l) with D2 data

Dec 27, 00:00

Dec 27, 06:00 Dec 27, 12:00

2021

Figure 27: Number of observations over the collection period for
Beidou

III. CONCLUSIONS

181 GALILEO

12

10

Py
’ =
@ E6C
2 ! . @ E5a(Q)
. @ ESb(Q)
- E5AItBOC(Q)
0
Dec 27, 00:00 Dec 27, 06:00 Dec 27, 12:00

2021

Figure 26: Number of observations over the collection period for
Galileo

14 1
12

10r

Dec 27, 06:00 Dec 27, 12:00

Dec 27, 00:00

Figure 28: Number of observations over the collection period for
GLONASS

While spectrum monitoring and interference were not Bobcat-1’s main mission, we were still able to do an analysis on the affects
of interference in LEO. Bobcat-1 had limited spectrum monitoring capabilities, but enough to deduce some of the characteristics
of the interference. The interference seen throughout the lifespan of Bobcat-1 affected our ability to collect reliable data on
GNSS, as seen briefly in other publications. Despite these interruptions, Bobcat-1’s navigation capabilities were rarely impacted.
The multi-GNSS multi-frequency capabilities of the Bobcat-1 receiver ensured Bobcat-1 kept a reliable position solution.

Further analysis will be performed to classify other interference events experienced during Bobcat-1 operations. For a more
comprehensive analysis on the effects of interference on a CubeSat, it is recommended that the spectrum monitoring capabilities
be improved in a future mission. Future work may include a theoretical C/Nj at the reported position and be compared to the
reported metric. Further modeling of the attitude of Bobcat-1 will be needed to bound the effects of the antenna on the evaluation

of the interference.
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